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Abstract

In addressing the gro wing problem of junk E-mail on

the In ternet, w e examine metho ds for the automated

construction of �lters to eliminate suc h un w an ted mes-

sages from a user's mail stream. By casting this prob-

lem in a decision theoretic framew ork, w e are able to

mak e use of probabilis tic learning metho ds in conjunc-

tion with a notion of di�eren tial misclassi�ca tion cost

to pro duce �lters whic h are esp ecially appropriate for

the n uances of this task. While this ma y app ear, at

�rst, to b e a straigh t-forw ard text classi�catio n prob-

lem, w e sho w that b y considering domain-sp eci�c fea-

tures of this problem in addition to the ra w text of

E-mail messages, w e can pro duce m uc h more accurate

�lters. Finally , w e sho w the e�cacy of suc h �lters in a

real w orld usage scenario, arguing that this tec hnology

is mature enough for deplo ymen t.

In tro duction

As the n um b er of users connected to the In ternet con-

tin ues to skyro c k et, electronic mail (E-mail) is quic kly

b ecoming one of the fastest and most economical forms

of comm unicatio n a v ailable. Since E-mail is extremely

c heap and easy to send, it has gained enormous p opu-

larit y not simply as a means for letting friends and col-

leagues exc hange messages, but also as a medium for

conducting electronic commerce. Unfortunately , the

same virtues that ha v e made E-mail p opular among

casual users ha v e also en ticed direct mark eters to b om-

bard unsusp ecting E-mailb o xes with unsolicited mes-

sages regarding ev erything from items for sale and

get-ric h-quic k sc hemes to information ab out accessing

p ornographic W eb sites.

With the proliferation of direct mark eters on the In-

ternet and the increased a v ailabilit y of enormous E-

mail address mailing lists, the v olume of junk mail

(often referred to collo quially as \spam") has gro wn

tremendously in the past few y ears. As a result, man y

readers of E-mail m ust no w sp end a non-trivial p ortion

of their time on-line w ading through suc h un w an ted

messages. Moreo v er, since some of these messages can

con tain o�ensiv e material (suc h as graphic p ornogra-

ph y), there is often a higher cost to users of actually

viewing this mail than simply the time to sort out the

junk. Lastly , junk mail not only w astes user time, but

can also quic kly �ll-up �le serv er storage space, esp e-

cially at large sites with thousands of users who ma y

all b e getting duplicate copies of the same junk mail.

As a result of this gro wing problem, automated

metho ds for �ltering suc h junk from le gitimate E-mail

are b ecoming necessary . Indeed, man y commercial

pro ducts are no w a v ailable whic h allo w users to hand-

craft a set of logical rules to �lter junk mail. This so-

lution, ho w ev er, is problematic at b est. First, systems

that require users to hand-build a rule set to detect

junk assume that their users are sa vvy enough to b e

able to construct robust rules. Moreo v er, as the nature

of junk mail c hanges o v er time, these rule sets m ust b e

constan tly tuned and re�ned b y the user. This is a

time-consuming and often tedious pro cess whic h can

b e notoriously error-prone.

The problems with the man ual construction of rule

sets to detect junk p oin t out the need for adaptiv e

metho ds for dealing with this problem. A junk mail

�ltering system should b e able to automatically adapt

to the c hanges in the c haracteristics of junk mail o v er

time. Moreo v er, b y ha ving a system that can learn

directly from data in a user's mail rep ository , suc h a

junk �lter can b e p ersonalized to the particular c har-

acteristics of a user's legitimate (and junk) mail. This,

in turn, can lead to the construction of m uc h more

accurate junk �lters for eac h user.

Along these lines, metho ds ha v e recen tly b een sug-

gested for automatically learning rules to classify E-

mail (Cohen 1996). While suc h approac hes ha v e sho wn

some success for general classi�cation tasks based on

the text of messages, they ha v e not b een emplo y ed

sp eci�cally with the task of �ltering junk mail in mind.

As a result, suc h systems ha v e not fo cused on the sp e-

ci�c features whic h distinguish junk from legitimate

E-mail. The more domain sp eci�c w ork along these



lines has fo cused on detecting \
ame" (e.g., hostile)

messages (Sp ertus 1997). This researc h has lo ok ed

sp eci�cally at particular features that are indicativ e

of \
ames", whic h in general are quite di�eren t than

those used for junk mail �ltering. Moreo v er, this w ork

only mak es use of domain-sp eci�c features and do es

not consider the full text con ten t of messages when

trying to iden tify a \
ame".

More generally , ho w ev er, w e �nd that a rule-based

approac h is of limited utilit y in junk mail �ltering.

This is due to the fact that suc h logical rule sets usually

mak e rigid binary decisions as to whether to classify

a giv en message as junk. These rules generally pro-

vide no sense of a con tin uous de gr e e of c on�denc e with

whic h the classi�cation is made. Suc h a con�dence

score is crucial if w e are to consider the notion of dif-

feren tial loss in misclassifying E-mail. Since the cost of

misclassifying a legitimate message as junk is usually

m uc h higher than the cost of classifying a piece of junk

mail as legitimate, a notion of utility mo deling is im-

p erativ e. T o this end, w e require, �rst, a classi�cation

sc heme that pro vides a probabilit y for its classi�cation

decision and, second, some quan ti�cation of the dif-

ference in cost b et w een the t w o t yp es of errors in this

task. Giv en these, it b ecomes p ossible to classify junk

E-mail within a Decision Theoretic framew ork.

There has recen tly b een a go o d deal of w ork in au-

tomatically generating probabilistic text classi�cation

mo dels suc h as the Naiv e Ba y esian classi�er (Lewis

& Ringuette 1994) (Mitc hell 1997) (McCallum et al.

1998) as w ell as more expressiv e Ba y esian classi�ers

(Koller & Sahami 1997). Con tin uing in this v ein, w e

seek to emplo y suc h Ba y esian classi�cation tec hniques

to the problem of junk E-mail �ltering. By making use

of the extensible framew ork of Ba y esian mo deling, w e

can not only emplo y traditional do cumen t classi�ca-

tion tec hniques based on the text of messages, but w e

can also easily incorp orate domain kno wledge ab out

the particular task at hand through the in tro duction

of additional features in our Ba y esian classi�er. Fi-

nally , b y using suc h a classi�er in com bination with

a loss mo del, w e can mak e \optimal" decisions from

the standp oin t of decision theory with resp ect to the

classi�cation of a message as junk or not.

In the remainder of this pap er, w e �rst consider

metho ds for learning Ba y esian classi�ers from textual

data. W e then turn our atten tion to the sp eci�c fea-

tures of junk mail �ltering (b ey ond just the text of eac h

message) that can b e incorp orated in to the probabilis-

tic mo dels b eing learned. T o v alidate our w ork, w e

pro vide a n um b er of comparativ e exp erimen tal results

and �nally conclude with a few general observ ations

and directions for future w ork.

Probabilistic Classi�cation

In order to build probabilistic classi�ers to detect junk

E-mail, w e emplo y the formalism of Ba y esian net w orks.

A Ba y esian net w ork is a directed, acyclic graph that

compactly represen ts a probabilit y distribution (P earl

1988). In suc h a graph, eac h random v ariable Xi
is denoted b y a no de. A directed edge b et w een t w o

no des indicates a probabilistic in
uence (dep endency)

from the v ariable denoted b y the paren t no de to that

of the c hild. Consequen tly , the structure of the net-

w ork denotes the assumption that eac h no de Xi in

the net w ork is conditionally indep enden t of its non-

descendan ts giv en its paren ts. T o describ e a proba-

bilit y distribution satisfying these assumptions, eac h

no de Xi in the net w ork is asso ciated with a c ondi-

tional pr ob ability table , whic h sp eci�es the distribution

o v er Xi giv en an y p ossible assignmen t of v alues to its

paren ts.

A Ba y esian classi�er is simply a Ba y esian net w ork

applied to a classi�cation task. It con tains a no de C
represen ting the class v ariable and a no de Xi for eac h

of the features. Giv en a sp eci�c instance x (an assign-

men t of v alues x1; x2; :::; xn to the feature v ariables),

the Ba y esian net w ork allo ws us to compute the prob-

abilit y P ( C = ck j X = x ) for eac h p ossible class ck .

This is done via Ba y es theorem, giving usP ( C = ck j X = x ) =

P ( X = x j C = ck ) P ( C = ck )P ( X = x )

:
(1)

The critical quan tit y in Equation 1 is P ( X = x jC = ck ), whic h is often impractical to compute without

imp osing indep endence assumptions. The oldest and

most restrictiv e form of suc h assumptions is em b o d-

ied in the Naiv e Ba y esian classi�er (Go o d 1965) whic h

assumes that eac h feature Xi is conditionally indep en-

den t of ev ery other feature, giv en the class v ariable C .

F ormally , this yieldsP ( X = x j C = ck ) =

Yi P ( Xi = xi j C = ck ) : (2)

More recen tly , there has b een a great deal of w ork on

learning m uc h more expressiv e Ba y esian net w orks from

data (Co op er & Hersk o vits 1992) (Hec k erman, Geiger,

& Chic k ering 1995) as w ell as metho ds for learning

net w orks sp eci�cally for classi�cation tasks (F riedman,

Geiger, & Goldszmidt 1997) (Sahami 1996). These

later approac hes allo w for a limited form of dep endence

b et w een feature v ariables, so as to relax the restrictiv e

assumptions of the Naiv e Ba y esian classi�er. Figure 1

con trasts the structure of the Naiv e Ba y esian classi�er

with that of the more expressiv e classi�ers. In this

pap er, w e fo cus on using the Naiv e Ba y esian classi�er,
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Figure 1: Ba y esian net w orks corresp onding to (a) a Naiv e Ba y esian classi�er; (b) A more complex Ba y esian classi�er

allo wing limited dep endencies b et w een the features.

but simply p oin t out here that metho ds for learning

ric her probabilisitic classi�cation mo dels exist that can

b e harnessed as needed in future w ork.

In the con text of text classi�cation, sp eci�cally junk

E-mail �ltering, it b ecomes necessary to represen t

mail messages as feature v ectors so as to mak e suc h

Ba y esian classi�cation metho ds directly applicable. T o

this end, w e use the V e ctor Sp ac e mo del (Salton &

McGill 1983) in whic h w e de�ne eac h dimension of

this space as corresp onding to a giv en w ord in the en-

tire corpus of messages seen. Eac h individual message

can then b e represen ted as a binary v ector denoting

whic h w ords are presen t and absen t in the message.

With this represen tation, it b ecomes straigh t-forw ard

to learn a probabilistic classi�er to detect junk mail

giv en a pre-classi�ed set of training messages.

Domain Sp eci�c Prop erties

In considering the sp eci�c problem of junk E-mail �l-

tering, ho w ev er, it is imp ortan t to note that there are

man y particular features of E-mail b eside just the in-

dividual w ords in the text of a message that pro vide

evidence as to whether a message is junk or not. F or

example, particular phrases, suc h as \F ree Money", or

o v er-emphasized punctuation, suc h as \!!!!", are indica-

tiv e of junk E-mail. Moreo v er, E-mail con tains man y

non-textual features, suc h as the domain t yp e of the

message sender (e.g., .edu or .com ), whic h pro vide a

great deal of information as to whether a message is

junk or not.

It is straigh t-forw ard to incorp orate suc h additional

problem-sp eci�c features for junk mail classi�cation

in to the Ba y esian classi�ers describ ed ab o v e b y sim-

ply adding additional v ariables denoting the presence

or absence of these features in to the v ector for eac h

message. In this w a y , v arious t yp es of evidence ab out

messages can b e uniformly incorp orated in to the clas-

si�cation mo dels and the learning algorithms emplo y ed

need not b e mo di�ed.

T o this end, w e consider adding sev eral di�eren t

forms of problem-sp eci�c information as features to

b e used in classi�cation. The �rst of these in v olv es

examining the message text for the app earance of sp e-

ci�c phrases, suc h as \FREE!", \only $" (as in \only

$4.95") and \b e o v er 21". Appro ximately 35 suc h

hand-crafted phrases that seemed particularly germane

to this problem w ere included. W e omit an exhaus-

tiv e list of these phrases for brevit y . Note that man y

of these features w ere based on man ually constructed

phrases used in an existing rule set for �ltering junk

that w as readily outp erformed b y the probabilistic �l-

tering sc heme describ ed here.

In addition to phrasal features, w e also considered

domain-sp eci�c non-textual features, suc h as the do-

main t yp e of the sender (men tioned previously). F or

example, junk mail is virtually nev er sen t from .edu

domains. Moreo v er, man y programs for reading E-

mail will r esolve familiar E-mail address (i.e. replace

sdumais@microsoft.c om with Susan Dumais ). By de-

tecting suc h resolutions, whic h often happ en with mes-

sages sen t b y users famili ar to the recipien t, w e can

also pro vide additional evidence that a message is not

junk. Y et another go o d non-textual indicator for dis-

tinguishing if a message is junk is found in examining

if the recipien t of a message w as the individual user or

if the message w as sen t via a maili ng list.

A n um b er of other simple distinctions, suc h as

whether a message has attache d do cumen ts (most junk

E-mail do es not ha v e them), or when a giv en message

w as receiv ed (most junk E-mail is sen t at nigh t), are

also p o w erful distinguishers b et w een junk and legiti-

mate E-mail. F urthermore, w e considered a n um b er

of other useful distinctions whic h w ork quite w ell in a

probabilistic classi�er but w ould b e problematic to use

in a rule-based system. Suc h features included the p er-

cen tage of non-alphan umeric c haracters in the sub ject

of a mail message (junk E-mail, for example, often has

sub ject descriptions suc h as \$$ $$ BIG MONEY $ $$$"

whic h con tain a high p ercen tage of non-alphan umeric

c haracters). As sho wn in Figure 2, there are clear dif-

ferences in the distributions of non-alphan umeric c har-

acters in the sub jects of legitimate v ersus junk mes-
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Figure 2: P ercen tages of legitimate and junk E-mail

with sub jects comprised of v arying degrees of non-

alphan umeric c haracters

sages. But this feature alone (or a discretized v arian t

of it that c hec ks if a message sub ject con tains more

than, sa y , 5% non-alphan umeric c haracters) could not

b e used to mak e a simple y es/no distinction for junk

reliably . This is lik ewise true for man y of the other

domain-sp eci�c features w e consider as w ell. Rather,

w e can use suc h features as evidenc e in a probabilistic

classi�er to increase its con�dence in a message b eing

classi�ed as junk or not.

In total, w e included appro ximately 20 non-phrasal

hand-crafted, domain-sp eci�c features in to our junk E-

mail �lter. These features required v ery little p erson-

e�ort to create as most of them w ere generated during

a short brainstorming meeting ab out this particular

task.

Results

T o v alidate our approac h, w e conducted a n um b er of

exp erimen ts in junk E-mail detection. Our goal here is

b oth to measure the p erformance of v arious enhance-

men ts to the simple baseline classi�cation based on the

ra w text of the messages, as w ell as lo oking at the e�-

cacy of learning suc h a junk �lter in an \op erational"

setting.

The feature space for text will tend to b e v ery large

(generally on the order of sev eral thousand dimen-

sions). Consequen tly , w e emplo y feature selection for

sev eral reasons. First, suc h dimensionalit y reduction

helps pro vide an explicit con trol on the mo del v ariance

resulting from estimating man y parameters. Moreo v er,

feature selection also helps to atten uate the degree to

whic h the indep endence assumption is violated b y the

Naiv e Ba y esian classi�er.

W e �rst emplo y a Zipf 's La w-based analysis (Zipf

1949) of the corpus of E-mail messages to eliminate

w ords that app ear few er than three times as ha ving lit-

tle resolving p o w er b et w een messages. Next, w e com-

pute the m utual information MI ( Xi ; C ) b et w een eac h

feature Xi and the class C (Co v er & Thomas 1991),

giv en b yMI ( Xi ; C ) =

XX
i

=x
i

;C=cP ( Xi; C ) log

P ( Xi; C )P ( Xi ) P ( C )

:
(3)

W e select the 500 features for whic h this v alue is

greatest as the feature set from whic h to build a clas-

si�er. While w e did not conduct a rigorous suite of

exp erimen ts to arriv e at 500 as the optimal n um b er

of features to use, initial exp erimen ts sho w ed that this

v alue pro vided reliable results.

Note that the initial feature set that w e select from

can include b oth w ord-based as w ell as hand-crafted

phrasal and other domain-sp eci�c features. Previous

w ork in feature selection (Koller & Sahami 1996) (Y ang

& P edersen 1997) has indicated that suc h information

theoretic approac hes are quite e�ectiv e for text classi-

�cation problems.

Using Domain-Sp eci�c F eatures

In our �rst set of exp erimen ts, w e seek to determine

the e�cacy of using features that are hand-crafted

sp eci�cally for the problem of junk E-mail detection.

Here, w e use a corpus of 1789 actual E-mail messages

of whic h 1578 messages are pre-classi�ed as \junk" and

211 messages are pre-classi�ed as \legitimate." Note

that the prop ortion of junk to legitimate mail in this

corpus mak es it more lik ely that legitimate mail will

b e classi�ed as junk. Since suc h an error is far w orse

than marking a piece of junk mail as b eing legitimate,

w e b eliev e that this class disparit y creates a more c hal-

lenging classi�cation problem. This data is then split

temp orally (all the testing messages arriv ed after the

training messages) in to a training set of 1538 messages

and a testing set of 251 messages.

W e �rst consider using just the w ord-based tok ens

in the sub ject and b o dy of eac h E-mail message as

the feature set. W e then augmen t these features with

appro ximately 35 hand-crafted phrasal features con-

structed for this task. Finally , w e further enhance the

feature set with 20 non-textual domain-sp eci�c fea-

tures for junk E-mail detection (sev eral of whic h are

explicitly describ ed ab o v e). Using the training data

in conjunction with eac h suc h feature set, w e p erform

feature selection and then build a Naiv e Ba y esian clas-

si�er that is then used to classify the testing data as

junk or legitimate.

Recalling that the cost for misclassifying a legiti-

mate E-mail as junk far out w eighs the cost of marking



Junk Legitimate

F eature Regime Precision Recall Precision Recall

W ords only 97.1% 94.3% 87.7% 93.4%

W ords + Phrases 97.6% 94.3% 87.8% 94.7%

W ords + Phrases + Domain-Sp eci�c 100.0% 98.3% 96.2% 100.0%

T able 1: Classi�cation results using v arious feature sets.

a piece of junk as legitimate, w e app eal to the decision

theoretic notion of c ost sensitive classi�cation. T o this

end, a message is only classi�ed as junk if the probabil-

it y that it w ould b e placed in the junk class is greater

than 99.9%. Although w e do not b eliev e that the Naiv e

Ba y esian classi�er (due to its indep endence assump-

tion) pro vides a v ery accurate probabilit y estimate for

classi�cation, a close examination of the v alues it giv es

rev eal that the 99.9% threshold is still reasonable for

this task.

The precision and recall for b oth junk and legitimate

E-mail for eac h feature regime is giv en in T able 1. More

sp eci�cally , junk pr e cision is the p ercen tage of mes-

sages in the test data classi�ed as junk whic h truly are.

Lik ewise, le gitimate pr e cision denotes the p ercen tage of

messages in the test data classi�ed as legitimate whic h

truly are. Junk r e c al l denotes the prop ortion of actual

junk messages in the test set that are categorized as

junk b y the classi�er, and le gitimate r e c al l denotes the

prop ortion of actual legitimate messages in the test

set that are categorized as legitimate. Clearly , junk

precision is of greatest concern to most users (as they

w ould not w an t their legitimate mail discarded as junk)

and this is re
ected in the asymmetric notion of cost

used for classi�cation. As can b e seen in T able 1, while

phrasal information do es impro v e p erformance sligh tly ,

the incorp oration of ev en a little domain kno wledge for

this task greatly impro v es the resulting classi�cations.

Figure 3 giv es the junk mail Precision/Recall curv es

using the v arious feature sets. The �gure fo cuses on

the range from 0.85 to 1.0 to more clearly sho w the

greatest v ariation in these curv es. W e clearly �nd that

the incorp oration of additonal features, esp ecially non-

textual domain-sp eci�c information, giv es consisten tly

sup erior results to just considering the w ords in the

messages. W e b eliev e that this pro vides evidence that

for some targeted text classi�cation problems there is a

go o d deal of ro om for impro v emen t b y considering sim-

ple salien t features of the domain in addition to the ra w

text whic h is a v ailable. Examples of suc h features for

more general text categorization problems can include

information relating to do cumen t authors, author af-

�liations, publishers, etc.
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v arious feature sets.

Sub-classes of Junk E-Mail

In considering the t yp es of E-mail commonly con-

sidered junk, there seem to b e t w o dominan t group-

ings. The �rst is messages related to p ornographic W eb

sites. The second concerns mostly \get-ric h-quic k"

money making opp ortunities. Since these t w o groups

are somewhat disparate, w e consider the p ossibilit y of

creating a junk E-mail �lter b y casting the junk �lter-

ing problem as a three category learning task. Here,

the three categories of E-mail are de�ned as le gitimate ,

p orno gr aphic-junk , and other-junk . By distinguishing

b et w een the t w o sub-groups of junk E-mail, our goal

is to b etter capture the c haracteristics of suc h junk b y

allo wing for more degrees of freedom in the learned

classi�er.

F or this exp erimen t, w e consider a collection of 1183

E-mail messages of whic h 972 are junk and 211 are le-

gitimate. This collection is split temp orally , as b efore,

in to a training set of 916 messages and a testing set

of 267 messages. T o measure the e�cacy of iden tify-

ing sub-groupings of junk E-mail, w e lab el this data in

t w o di�eren t w a ys. In the �rst trial, eac h message is

simply giv en one of the t w o lab els le gitimate or junk .

In the second trial, eac h junk message is relab eled as

either p orno gr aphic-junk or other-junk , th us creating a

three-w a y classi�cation problem.



Junk Legitimate

Categories Precision Recall Precision Recall

Legitimate and Junk 98.9% 94.2% 87.1% 97.4%

Legitimate, P orn-Junk and Other-Junk 95.5% 77.0% 61.1% 90.8%

T able 2: Classi�cation results considering sub-groups of junk E-mail.

Considering the results of our previous exp erimen ts

on domain-sp eci�c features, w e include b oth phrasal

and domain-sp eci�c features in the feature sets for the

presen t exp erimen ts. As b efore, w e apply feature se-

lection to the initial feature set to pro duce 500 features

whic h are then used to learn a Naiv e Ba y esian classi-

�er. W e again use the 99.9% certain t y threshold for

classifying test messages as junk to re
ect the asym-

metric cost of errors in this task.

Note that since our true goal is only to �lter junk

from legitimate E-mail, and not really to iden tify sub-

groups of junk E-mail, w e consider an y test messages

classi�ed as either p orno gr aphic-junk or other-junk to

b e \junk" E-mail. Th us an y \junk" messages giv en ei-

ther of these lab els in the three-category task is consid-

ered correctly classi�ed. W e realize that this giv es an

adv an tage in terms of ev aluation to the three-category

task o v er the t w o-category task, since, in the three-

category task, misclassi�cations b et w een the t w o sub-

categories of junk mail (i.e., p ornographic-junk mes-

sages b eing classi�ed as other-junk or vice v ersa) are

not p enalized. Nev ertheless, this adv an tage turns out

not to help as seen b elo w.

The results of the exp erimen ts on sub-groups of junk

E-mail are giv en in T able 2. Here w e �nd, rather sur-

prisingly , that mo deling the sub-categories of junk E-

mail not only do es not impro v e the results, but actu-

ally mak es them m uc h w orse. This result is also clearly

ec ho ed in the the junk mail Precision/Recall curv es for

this exp erimen t (sho wn in the range from 0.75 to 1.0)

giv en in Figure 4. The curv e of the t w o-category task

dominates that of the three-category task o v er the en-

tire range of Precision/Recall v alues. W e b eliev e there

are t w o main reasons for these results. The �rst is

that while some features ma y b e v ery clearly indicativ e

of junk v ersus legitimate E-mail in the t w o-category

task, these features ma y not b e as p o w erful (i.e., prob-

abilistically sk ew ed) in the three-category task since

they do not distinguish w ell b et w een the sub-classes

of junk. The second, and more comp elling, reason

is the increase in classi�cation v ariance that accom-

panies a mo del with more degrees of freedom. Since

the classi�er in the three-category task m ust �t man y

more parameters from the data than the classi�er in

the t w o-category task, the v ariance in the estimated
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Figure 4: Precision/Recall curv es considering sub-

groups of junk mail.

parameters leads to an o v erall decrease in the p erfor-

mance of the former classi�er. This is esp ecially true

giv en that the parameters for eac h of the sub-classes

of junk are estimated from less data (since the data is

sub-divided) than in the t w o-category task. Suc h b e-

ha vior has b een seen in other con texts, suc h as decision

tree induction, and is kno wn as the data fr agmentation

problem (P agallo & Haussler 1990).

Real Usage Scenario

The t w o test E-mail collections describ ed so far w ere

obtained b y classifying existing E-mail folders. The

users from whic h these collections w ere gathered had

already view ed and deleted man y legitimate messages

b y the time the data w as sampled. F or actual deplo y-

men t of a junk �lter, ho w ev er, it is imp ortan t to mak e

sure that the user's entir e mail stream is classi�ed with

high accuracy . Th us, w e cannot simply ev aluate suc h a

�lter using a testing set of legitimate messages that in-

cludes only those messages that a user w ould read and

cho ose to stor e in his or her mail rep ository . Rather, a

junk mail �lter m ust also b e able to accurately discern

true junk from mail whic h a user w ould w an t to read

once and then discard, as the latter should b e consid-

ered legitimate mail ev en though it is not p ermanen tly

stored.

T o measure the e�cacy of our junk mail �lters in



Classi�ed Junk Classi�ed Legitimate T otal

Actually Junk 36 (92.0% precision) 9 45

Actually Legitimate 3 174 (95.0% precision) 177

T otal 39 183 222

T able 3: Confusion matrix for real usage scenario.

suc h a real usage scenario, w e consider a user's real

mail rep ository of 2593 messages from the previous

y ear whic h ha v e b een classi�ed as either junk or le git-

imate as the training set for our �lter. As the testing

data w e use al l 222 messages that are sen t to this user

during the w eek follo wing the p erio d from whic h the

training data w as collected. T o sho w the gro wing mag-

nitude of the junk E-mail problem, these 222 messages

con tained 45 messages (o v er 20% of the incoming mail)

whic h w ere later deemed to b e junk b y the user.

As b efore, in this exp erimen t w e consider phrasal

and domain-sp eci�c features of the E-mail as w ell as

the text of the messages when learning a junk �lter.

Again, w e emplo y a Naiv e Ba y esian classi�er with a

99.9% con�dence threshold for classifying a message

as junk.

The confusion matrix for the results of this exp eri-

men t is giv en in T able 3. While the precision results

seem promising in this exp erimen t, there is still con-

cern that the three messages classi�ed as junk b y the

�lter whic h are actually deemed legitimate b y the user

migh t b e quite imp ortan t. If this is the case, then suc h

a �lter migh t still not b e considered suitable for real

w orld usage. A \p ost mortem" analysis of these mis-

classi�cations, ho w ev er, rev eals that the �lter is in fact

w orking quite w ell. Of the three legitimate messages

classi�ed as junk b y the �lter, one is a message whic h

is actually a junk mail message forw arded to the user

in our study . This message b egins with the sen tence

\Chec k out this spam..." and then con tains the full

text of a junk E-mail message. The other t w o mis-

classi�ed legitimate messages are simply news stories

from a E-mail news service that the user subscrib es to.

These messages happ en to b e talking ab out \h yp e" in

the W eb searc h engine industry and are not v ery im-

p ortan t to the user. Hence, there w ould b e no loss of

signi�can t information if these messages w ere classi-

�ed as junk b y the �lter. Moreo v er, w e �nd that the

�lter is in fact quite successful at eliminating 80% of

the incoming junk E-mail from the user's mail stream.

F or completeness, w e also pro vide the Precision/Recall

curv e for this task in Figure 5. Based on these results,

w e b eliev e that suc h as system w ould b e practical for

usage in commercial E-mail applications.
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Figure 5: Precision/Recall curv e for junk mail in a real

usage scenario.

Conclusions

In examining the gro wing problem of dealing with junk

E-mail, w e ha v e found that it is p ossible to automati-

cally learn e�ectiv e �lters to eliminate a large p ortion

of suc h junk from a user's mail stream. The e�cacy of

suc h �lters can also b e greatly enhanced b y consider-

ing not only the full text of the E-mail messages to b e

�ltered, but also a set of hand-crafted features whic h

are sp eci�c for the task at hand. W e b eliev e that the

impro v emen t seen from the use of domain-sp eci�c fea-

tures for this particular problem pro vides strong ev-

idence for the incorp oration of more domain kno wl-

edge in other text categorization problems. Moreo v er,

b y using an extensible classi�cation formalism suc h as

Ba y esian net w orks, it b ecomes p ossible to easily and

uniformly in tegrate suc h domain kno wledge in to the

learning task.

Our exp erimen ts also sho w the need for metho ds

aimed at con trolling the v ariance in parameter es-

timates for text categorization problems. This re-

sult is further corrob orated b y more extensiv e exp eri-

men ts sho wing the e�cacy of Supp ort V ector Mac hines

(SVMs) in text domains (Joac hims 1997). SVMs are

kno wn to pro vide explicit con trols on parameter v ari-

ance during learning (V apnik 1995) and hence they

seem particularly w ell suited for text categorization.

Th us, w e b eliev e that using SVMs in a decision theo-



retic framew ork that incorp orates asymmetric misclas-

si�cation costs is a fruitful v en ue for further researc h.

In future w ork, w e also seek to consider using

Ba y esian classi�ers that are less restrictiv e than Naiv e

Ba y es. In this w a y w e hop e to obtain b etter classi�-

cation probabilit y estimates and th us mak e more ac-

curate costs sensitiv e classi�cations. Finally , w e are

also in terested in extending this w ork to automatically

classify messages in to a user's hierarc hical mail folder

structure using the P ac hink o Mac hine classi�er (Koller

& Sahami 1997). In this w a y w e hop e to pro vide not

just a junk mail �lter, but an en tire message organiza-

tion system to users.
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